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 orkforc  o ut on  c nt cto  w  us  nfor t  syst  hardw e  softwa e  an c mpute  
d t  i  cord nc  w t  thes ule  an  p ocedure  t  p d  hi  qua t  ser c  fo u  
custome  wh  m int in n  th  nte t  n s cu t  o  l  nd idua n  se c  data  Thes
Infor at o  curit  Stand rd  an  u de ine  app  t  n  pe s n  staff  o  lunteer  wh  h

ces  t   customer  Pe son  Ident fi b  Infor ti (PII  whethe  i e ctron  o  p pe
fo t. 

 
 C TAB  S  

 
rkf rc  o ut n  co put  d t  ha dw e  n  s w r   tat /f d r  p op rt  

nf rm t o  p n  throu  W rkf rc  S on  netw rk  wh c  h  n b e  p if c
d nt fi   th  p op rt  o th  p ti  w  b  t eate    rkf rc  o uti n  et

uth riz  c  d sc u e  dup t on  mod f c ti n  d on  d st ucti n   su  
thef  th nf rm t o   p oh bit d   qu pm n  us  h v  app o e  u  pr t ct

ftw e  
 
r  nf r at  ste  p  th  h  no  b e  p it  utho ze  p oh bit d

f r at o  entru te  t  rkf rc  o ut on  wi  b  p ot te  i   nne  c n t n  wit  t
c nf d nt t  n  c rd nc  wit   app ab  tand rd  a e ent  n  w  

 
 rkf rc  olution  p e  ul  C a  W rkf rc  B ar t ff lunt e  p t p o de  

o   cont t r  end r  rep e ntat  o  oth  enc   l  tat  f de  
rn ent  n  n  oth  p r   ntit  e  c  t rkf rc  olut on nf rm t o  

r ou  mu  c mp  w t  th  f low n  st nd d   fo t  b o n  ewh r  th  
f r at  S u it  tand rd  an  u d in   th   upd t d  

 
  e  ct it  o  Workforc  o ut n  infor at o  resource   sub ec  t  n  n

re ew  
 

 oftw  insta e o  xecute  with  Workforc  ut on  syste  and/o  network  mus b  
app o ed. 
 

 e   pub  ces  fac t  mus  no  l  th i  c mpute  u ttended  se  us
e the  oc  acces  t  thei  workst t on  o  goff  se  w t  c mpute  beh n  pe nen  
ph s c  n  su  st uctu  b r er  aw  f o  th pub c  sh u d   g o pr ct ce  s  
oc  ces  t  the  wo kst ti n  o  lo off. 
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 e  us  no shar  the  p sswo ds  Pe son  Ident f cat  Numbe  (PIN)  ecur t
Token  (e.g.  Sm rtc d)  o  s infor at   de ce  use  fo  dentific t o  n

uthent at o  pu poses. 
 

 Use  us  no  ope t   un utho ize  pub  p er-to-p e  f  sh n  syst  t  t ansfe
f e (Ex Dro  B  o g  D e o  us  Instan  Mess in  t  co un c t  wit  ers

se  us  us  o kfo c  o ut on m nage  f  sh n  syste  
 

 

 
 

 
 e   n  tt  t  acces  n dat  p og  o  syst  fo  wh c  the  d  n  h

ppro e  author z t o  o  exp ci  consent  
 

 

 
 

  
 
 Th  includ  an  ct t  tha  ad erse  aff ct  th  funct on it  o  se  workstat  o

te  softwar  l c ns  require ents  
 
 se  us  n  intent ona cess  cre t  store o  trans  n  ateri  th  m  b
offens e  ndecent  o  obscen  un es  suc  ct o   sp cif c l  with  th  sc p  o o
dutie f  thei  pos t n  
 
 n  ct t  whic   h r ss  th eat   abus  thers  d r d  th  perfor anc  

nfor ti  esources  dep  o  reduc   uthor ze ser  ces  t  esou ce  o
therw s  c rcu en  n  s cu t  measu  o  polic   p hib ted. 

 
 

 
 
 Th  un utho ze  cop n  othe w s  eg  an  l cense  softwar   p ohib ted. 
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 n uthorize  dup c tio  o  softw  m  b   i l ti  o  copy h  aws  
 
  se  sh  n  us  an o kforc  o ut n  infor t o  esourc  suc   nne  tha
sh    person  benef t  
 
 se  us  us  app opri t  safegu d  t  protec  st te- e  softwar  an  h dw r fro  
d e  o s  o  theft. 
 
 

 
 
 n  se o  Wo kforc  ut on owned  o  ease equ pmen  u e  i   en i nmen  ou o  
th  authorit  o  Workforc  on  us  p otec  th  equipmen  f o  us  an  bus b  
non-Workforc  o ut n  pp ove  se s ser  o  suc  equ pmen  mus  n  o  th us  
o  uc  equ pmen  b  n  fa  me be  o  othe  non-e p oye  o  un utho ze se  
 
 se   orkforc  olut n  info t o  esource  mus  no  en  i n  c  tha  w ul

o t th  purpose  an  o   orkforc  on   sp fie   it gove nin
docum nts  u es  re ulat ns  n procedu es. 
 
  
 
 se  us  n  intenti  stor  o  trans  n ter  f  whic  th  o Wo kforc

ut on  doe  n  h l  c p h  p rm ss ons  Th  nc udes  bu   n  i it  t  aud o
deo  softw re  dat  o  n  he  d t  info at n  

 

 C  AN G M  

 
c un  Man men  st b h  th  tand rd  f  th  c e t on  m nit rin  c r  n  e o
 s  c unt  Th cc un  Man men  tand h  pp qu  t  s  c unt

w th  r r  t th  st tu   c t o  
 

s  c unt   th  m an  b  wh c c   g nte  t W rkf rc  olut on  inf rm t o
e u  c t   nte  t W rkf rc  o ut on  mp o  B ar taff  unt e
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nd r c r t r tud nt n r d min t h n ed The count
t b sh n  c unt b it  fo y t  u  n  r   k  c mp n  th  p ot ti  o dat  t

c nf d nt t  n  nt g t  
 

  se  us  s  o kforc  lut on  Inform ti  Resource  s  em nt  C d  o
C nduc  an  Equa  Opportunit  Employe  Acknowledgemen  For  befor  ces   i e  to 

 count  
 

 User  o  Workforc  Solution  system mus  ha  o  fil   si ne  Workforc  Solution
Informatio  Resource  Usag  Agreement Cod  o  Conduc  an  Equa  Opportunit
Employe  Acknowledgemen  For  withi  3  day  o  employment  Th  agreement Cod  
o  Conduc  an  Equa  Opportunit  Employe  Acknowledgemen  For  shal  b reaffirme  
annu ll  du in th  m  o ct  
 

 Al  User  mus  successfull  complet  th  followin  o   lin  training befor  acces  i
give  t  a  accoun  n  annually  i  October  thereafter  

 C b r ecu it  Awar n s  Tr inin  
 r u  Awa en  r inin  
 D ve s ty  E  n  D sc m n t o  P event o  T ain ng 
 Hum  Traff ck n  
 WIO  Discriminatio  Complain  Proces  

 o  Officers  Office  Contrac  M n ers  Monitors  n  N v ator  
 

 Al  user  us  register and successfull  co plet  the following t a nin  w thi  3  day  fte  
cti atin  a cc an  nn ly   Oct er*  thereafter  

  
  
  
  

I   use  fa l  si ulate phish n  attempt th  use  us  co plet   dd t on  testin  f  
c  fa le  attemp  w th  3 d ys. 

 
 E  Off ce s  off ce/cont c  m n ge s  onitors  an  n tor  mus  successfu c mp et  

th Tex Wo  Co ssio  C mp n  Proces  on n  tra n n  dd t o befo  ces   
 t  a  c n annu  ther after. 

 
  count  mus  b  identif ab  usin   un qu  Use  ID. 

 
 cc ts  othe  tha  e ce/m ntenanc  c ts  mus  un qu  dentif  sp cif  ser  
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 Resp ns b  fo  dd n  odif ing  d sab n  o de t n  th  count  of 
nd du  w t acces  t  Workfo c  t n  Inform t o e ces and 

 
 Mus  h  documente  p oces  t  m dif  s coun  t  co od t

s tuat n suc   n  chan es coun  ch nge  n  per ss  ch nges
nd 

 
 Mus  h  documente  p oces  fo  per od c l re ew n  ex st n  count

fo  pp e  ccess  nd 
 

 Mus  p d   s  o  c unt  fo  th  syste  th  d n st  whe
request  b uthor ze  orkforc  t n  an ge ent  and 

 
 Mus  c operat  w t  autho ze Workforc  olution  an ge ent 

n est g t n  s ur t  nc dents  
 
 

 
 
 I  th  even  o ch n   o  dut e   pos tion  off c  LI  mus  n tif  workforc  s u t
b  e  (Workforce cur t @w ks ut ons.c m  tha ther  r  chan e  (add n  o
re o ng  t  th  ser  ces  t  nfor at o  esources  N tif cat o mus  occu  n  l te
tha  th  d  th  staf  ch nge  o  dutie   positi n  
 
 I  add ti n  n l te  th  No  o  th  f rs  workin  d  o th  fo ow n  month  e c
c ntr ct  w  p id   s  t  Wo kfo c  cur t  o  th  ind idua  hi e an  ter n te
th  pre ou  onth  Contr ctor w  us  th r po  for a  tt che  t  W  Issuanc  11-15. 
C ntr ctor  ca b  pen l ze  fo  no  sub tt n  ti  updat   st f  statu  refe ence  

 W  Issu nc  11-15. 
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 ces  ccount  establ she  fo  contr ctors  consu tants  vendo  and/o
m ntenanc  c t  mus  b  de ete mmed atel  upo  ter n t o  o
c mp et o  o  th  c t ac  peri d   extens  o  ces  pe d  fo  thes

c t  mus  b  refl cte   pp opr at  c t a  ch nges  
 

 non- orkforc  luti  use  o n -publi  Workforc  o ut on
Infor at o Resource  h  b  equ e  t  s  a eemen  est b sh n  th
requ emen  fo  n tif c tio  o  se ch nge  brou h bou  b  emp o e
te nat o  o  transfe  Thes  count  sh  b  de et d  e o e  or 
r ass ne  i  co p nc  w t  app cat  sp c fi  requirements  

 
 R onc  th  ser  r corde  i  th Workforc  olut on use  dat bas

ttache  t  th  cont ctors  oc tion  (cont ct  d in str t o  ocat o  n
caree  off ce  onth t  ensur  th l ve o  acces   ppropr at  f  th
e ployee  o  dut es. 

 
 E c cont ct   espons b f  c mp nc  o  the  staf  wit thes  stand rd  an

u d ines  T  tha  effect  ac  c tra t  us  app in   C t ct  Loca Infor at on 
cu t  Off ce  an   backup I  th  c nt acto oper te  c ee  off ces  ac  c e off c
us  s  h   Loc  Infor at  u t  Off ce  an   b ckup  

 
 E c contract mus  est b s  nterna  procedure  t  ensur  co p anc  w t  thes
st nd d  an  guide nes  Includ  i  thes  procedure  th spec f  dut e  o  th  Contract
LIS  n  th  Off c  LIS  pp icable Dut  o  Loc  Inform t  S curi  Officers nc ud bu  

 no  mite  t  
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 gn  orkforc  luti n  Infor at o  Resource  s g  A em n  
 n  Cod  o  C nduc  
 Equ  portunit  E ploye  Acknow dge en  For  
 Cybersecurit  wa enes  Tr n n  Cert f cat  
 Fr u  Aw renes  Tr n n  Cert f c t  
 D e s t  EE  an  D sc i n t o P e ent o  Ce t f c te 
 Hu  Traff ck n  Ce tific te 
 I  D sc nat  Co p n  Proces  Ce t f cat  (i pp cab e) 

 

 
 

 

 
 

 

 
 

 Th  Cont ct   ff c  LI  w  ad  an  r mov  st f  fo  th  RAC
syste  a  th  c t on  Th  LI   s  espons b fo  resett n
p sswo d  n  ss  ht  fo  th  R C  syste  fo  se  ttache  to 
thei  at on  

 

 Th  Off c LIS  w  m nt i   f  o   usag  agreement an  tr n n
ce t f c te  f  on torin  r ew  Th  C tr cto  an  Off c  L S  w l  us  the 
Wo kforc  luti n use  d tab s  t  an g  infor at o  bou  th  se
oc t on  pos t o  n  th  d ntificat  o  th  nfor at o  sy te  th staf

need  t  c mp is  he  respons b ties. 
 

 LIS us  notif  workfo  s cur t  b  e
(Workfo ce cur t @w ks ut ns.com  i th  ev n  ter inat  o
e pl y en  o   chan   j  st tu  necess t tin  th rem  o  dd ti  o

 ser  ces  t  n  o  mo  d t  syste s. 
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 I  th  se  tr nsferrin  fro   locat o  t  n the  oc t o  m n e  b
th  s  contr ctor  th  LI  w  notif  wo kforc  s cu t  b  em
(Wo kforce cur t @wrkso ut ns.co  w t  th  infor at o  bou  th  ne
off ce  I  ddit on  th  IS  w  re e  th dat syste  cesse  b th  se

n  determ n  i  a  r  app opr t  n eques  workfo c  s cu t  d  o
re o  cces   ppropr te  

 
 B ar  L S  mus  estab s  ntern  procedure  t  ensur  co p anc  wit  thes  st ndards 

n  gu de nes  Includ  i  thes  procedu e  th spec f  dut e   th  B ar  LIS  Dut  o
th  Boar  Loca  Informat  S curi  Officer  nclud  bu  r  n  mite  t  

 
 

 
 

 Pr d  ac  Bo r user n ud n  staf   sp c a  c ntr ctor  w th  
ss n  LI  wit  suffic n  t nin  an  suppo  refe enc  ater  t  

al the  t  p oper  protec  nform t o  esources  Th  Bo r  LI  us  
ensu Workforc  lut n Informat  S cur t  tand d an  u de ne  
ar a ab  t  staff  

 
 Assure th  app opr at  s u it  docu ent  r  s ne  n  th se

su cessfu  co pl e  th on- in  t nin  
 

 Ret  th  us  r em n  s ne  b  th  use  whe  firs h red. 
 

 Rese p sswo d fo  Boar  staf  n  R C  off c LIS syste  use  att che  to 
th  Bo  ad in strat e  

 
 ub i  equest  t  R C  d n strat o  t  d an rem  oc  LI O s. 

 
 

 
 

 R onc  th  ser  corde  i  Wo kforc  i n use  d t b s tt che  
to th  bo  t  th  se  st t one  a  th  bo d  
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 I  th  even   use  ana e  b th  Bo LIS  wi  n  on e  b  work n  a  
th boar  off ce th Bo LI  us  upd t  orkforc  ut n  datab s  
befo th  en  o  th  s  workd  o  tha  se  th  l c t n  

 
 I  th  se  w  n  l nge  b  emp  b th  board th  Bo  LI  mus

em  oc t o  an  emp  att chment  n  not  th  re o a o ces  t
d t  syste s. 

 
 Coo d n t  w t  H-  D t  er ce  Departmen    se need   Wo kfo c

ut n  e  o  n y t  an  b  G C  

 

 W RD  

 
h W rkf rc  o ut on  a r  St nd r  stab h  u  e at  t  th  s  uthent cat

p oc  inc udin  th  c e t on  d t ibut n  fe u din  t r n tio  an  ec at o  o th
h n  c pt on  t  th  p  b  ow  t mp ra l  fo c rt  c  y t  
 

 

 
 

 se  chose password  us  adhe  t   nimu  en t  an  for a   def ne b
cur en  p sswo  gu delines: 

 Conta   l as  n  uppe  ca l tter  n  owe  cas  l tte  n  on  
numb  

 r  a  l s   char cter  en th  
 P ssword  us  no  h v  ons cut  dup icat  ch r cte  suc    o  BB  
 

 
 

 
 

 
  
  

 
 se  us  n  wr t  dow  p ssword  an  stor  the  n  thei  c mputers  
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 se  us  n  sh r  the  p sswo ds. 
 

 I   p sswo d s cu t  i  d t  i mus  b  chan e diat  
 

 I   se susp ct  p sswo  h  b e  c mp o sed  i  mus  b ch nge  i ed ate y  
nd th  supe so n tif e  th suspecte  comp o se  

 

 R LL  ID NT F A  I ORM TIO  (PII  

 

 
 

 
 

 
 

 n uthorize  nd dua  canno  a ces   e  PI  prin  for  
 

 tor document  containin   I  i   ocke  ocatio  whe  no  ct e  using th
documents  

 
 dequ t  dispos  .e  sh edd ng  o PI   prin form. 

 
 M nt nin  PI  n  othe  sens t  nform t o  i cco danc  w t  T  st nd d  

f nfor at o  s u t  se fort  i W  Lette  13-0  ssue  Apr   200  an  t tle
cur t  o  Person  Identit  Data  n  subsequen  upd te  

 
 PI  n othe  sensiti  infor ti   store    are  th   phys c  saf  f o  

ac ess b  unauthor ze  ind v du s  
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  t ckin   o  PI  store  off-s t   m inta ned; 
 

 I  reco d  ar  store  off- te  th  stor  f ci t  er f e  tha  i ca  m nta  th  
s urit  conf denti  n  sens t  f e  b  eet n  th  two-b e  m ni u  
standard; 

 

 E ectron  med  n e o b  med  ar  kep    s cure  e  unde  th  
i med at protect o  n  c tro  o   uthorize  e ploye  o  r  locke    
s cur  p ace  Whe n  i  use  the  us  b  returne  p ompt  t   prope  
stora  re  o  conta ner  

 

 n  ect on  n  emo b  ed  cont in n  P   n it  d t  us  b  
u e nc te  wh l  i  t n i  o   e t  

 

 PI   store o  har  d sk  n  i  off ce-appro e  s cur t  ces  c ntro  de ce
(hardw r  an  softw re  h  b e  nsta d   rece n  regu ar  schedu e

ntenance  inc udin  up rades  an  ar  ct  bein  used. 
 

 P h b  t ansportat  o  PII  i  ele t on   prin  for t fro   Workforc  
on oc t o  unles authorize  b  H-  Contrac  Liaiso  o  othe  orkforc  

Bo r  staff  
 

PI  Barrie  E pectations 
 

 

Are  
rin  ur   
Operati  

 

Afte  hour  
 

Additi na  Barrie  

 
 

Restr cted* 

t f  ser e   a  
 

escor  t  a  s tor
n  onito  s t

ct t  

 
Locke  bu d n

s curit  u  

 
 

 p i  s h  

 
 

cu e  

 
 

uthorize st f  n  

 
Locke  bu d n

s curit  u  

 
Locked  cess 

c ntrol 
 
 

Pub  

 
 

Staf  m n tore  

 

 
Locke  bu d n

s curit  u  

Locked  staf  
d stribute
docum nt  

 dentifie b  s n  suc   p oyee  l  
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 -  S  

 
Th  growt  us  an  th ncre s   ne abi itie  e ate  t  electron  com un c t n  ha
s e  co resp d n  incre s  i  th n e  fo  p icie  go ern n  th us  of  n protect n
d recte  t  thos  commun c t ons  Th  e-m i  stand d  fo  staf  n  autho ze  use  inc ude  
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Th fol win ct t ar proh b t d
 endin  e-  th  nt d tin o  har ss n  
 s n  e-m i fo  c uctin person  bus ness, 
 s n  e- a  f  pu pose   po it c  l bb in  o  ca p n n  
 atin  copyr h  l w  b  d str butin  p otecte  wo ks  
 Pos n   n on   tha  onesel  whe  sendin  e-m i  excep  whe

uthorize  t  sen  ess e  fo  an he  whe  ser n   
d in st ti suppor  r e   de gat   whe  usin   p ol
count  

 s n  un uthor ze  e-ma  software  
 endin   forw din  ch  lette s  
 end n  unso c t ess e  t   up  excep   requi e  i condu t n

dep tmen  bus ness  
 endin  excess  l r  ess e   enc osures  and 
 endin   forw din  e-  th   ke  t  cont  ic u  c  

 
  t f  o  u e  ct it  o o kforc  S lution nfor ti  esource  s et  subj  t

n n  re w  

 
 t f  an  use  h v n  h t  p c  w t  re a  t  e-m il  Man gemen  h  th ab t

n  h  t   emp oy es  e-m il  R co de  e-mai  ess e  th p ope t  
o kforc  lut ons  Thus  th   subj c  t  th  equire  o  th  Tex Pub

Infor ti A  n  th l w  pp cab  t  st t  eco d  et nt on  

 
 o kforc  lut on  I  n ge ent  
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 N  send  forw   r ce  conf denti  orkforc  o ut on nfor at o
th u  n - o kforc  So ut n  pp o e e-mai  cc ts  The  m  no
us  non o kforc  lut on  e i  c t  t  pe for  the  off c
Wo kforc  S lut on  duties. 
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Refr i fro fo w rd n u t p cop o rece v e-mai ite th r
no dir ct  c cte  t  th  o kforc  o ut on  bus nes  proces  
w th  th exp ici  cons n  o th ec pient  

 
 s  cautio  whe  endin  s  em  t  custome s  se  mus  lw  

us th  B n  C b  C p  (BCC  functi  whe  sendin  suc  a s  
 

 s  c ut o  i  se ectin  th  R p  t   funct o  o  Wo kforc  o ut on  e
mail  c ien  app cat on  

 
 

 
 

 

 
 

 

 
 

 

 
 

 Pro d syst  credenti l  t  th ass ne  st f  an  thei  super isor  
 

 t f  us n  TEAM mus  c mp w t  a  TW  equ re ent  n  unde  n  c rcu st nc  
w PI  b  rel se  excep  i  co d nc  wit  m  Educ tion  R ht  n  Pr c  c
( ERPA)  
 

  ne  apt  n  n eboo  c mpute  us  ha  enc te  ha  d es. 
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 N  D VI E  

 
Th  orkforc  o ut n  Im g n  De ce  S cur t  t ndar est bl she  thos  ru e  n cess r  t

t g t  r sk  ssociate  w t  th  incre se  us  o  de ce  tha h v  th  cap b t  t  c ptur
g fo  stor g  nd/o  trans ss n  uc  de ice  inc ude  bu  r  no  i te  to  Cellu a

Telephone  w t  c er  c p b tie  (bu lt-i  o  att ched)  Persona Digit  ss st nt  (PD w t
c er  capab tie  (bu l -  att ched) L pt /Noteb o  C mputer  wit  ca er  capab tie
(bu d-i  o  att ched  and/  Dig t  ca eras  digita  de  recordin  de ice  o    sort. 

 
 Th  us  o suc  de ce  i  owe  t  th  exten  th  ther    Wo kforc  So uti n

bus nes  re s n  I  an c s th  owne   espons b fo  th p ot ct  o   sensit
conf dent  o  pr t nfor at  t  wh c  employ es  c tr ctors  endo s  s to  

ther   ha  ces  the    grante  r h o  b cident  exposu e  

 
 n  dev c  th h  th  c pab it  t  capture  sto e nd/  t ans  a  m  o an

docum nt  person  en ron en  (st  o  moti n  unde  th utho t  o  th  st d r
sh  h th  captu in  funct o  d s b e wh estr cte  orkforc  on
en n ents  

 
 Exe pt n  t  th  p l c  nc ud  ded ate  docu n  scannin  de ce  an  

equ pmen des ne  spec f c  t  captur  documen  e  f  rch  stor e  

 
 Request  f  an  othe  exe pt on  t  th p l c  us  b  app o e  i  w t n  p o  t  us

th de ce  Th  exempt o  app o a  authorit  sh  b  th  H- C  
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 R   I TR   XTR  S  

 
 th pu pos  o  th st nd rd  th ter  Inte ne  sh  nc ud  Intr ne  and/o  Extranet  Th

tand  nc udes: 
 

 oftw  fo  brows n  th  Interne   p de  t  se  fo  bus ness  res arc  n  owe
nc dent l/ e  pe son  us  on y  

 
 

 
 

  softw  use  t  ces  th Inte ne  us  ncorpo t  vendo  pr id  s cu t
p tches. 
 

  softw  use  t  ces  th Inte ne sha  b  conf u e  t p id  a  pp op i t  
e e p ot ct o  t  o kfo c  o ut n syst  n  networks. 

 
 N  offens  o  h ss n  ter a  a b  m d  i b   n orkforc  on

Interne s t  
 

 N  pe son  commerc  d e ti n   b  mad  ab   an orkforc  on
Interne s t  
 
 

 Interne  cces  p de b  o kforc  olut on  n  b  u e  fo person  g   
non o kforc  lut on  pe son  s t t ons  
 

 Conf dent  Workforc  uti n ater  ( ncludin  PII  t ns tte  o e  exte n  
netwo c nn ct n   s e  i  C u  to  autho ze  b  orkforc  cu t  us  
b enc ypted. 
 

 

 
 
  e ctron  fi e  r  sub ec  t  th  sa  reco d  ret nt  u e  tha  app  t  th s
docum n  i  non-el ctron  form ts  
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 Inc dent  pe son  us  o  Interne  ces   per itte  bu  mus  n  inhib  th  us  
netwo  resource  fo  bus nes  pu poses. 
 
 Inc dent  persona  us  o  Interne  acces   restr cte  t  o forc  olut on app o e

se s  doe  no  exten  t  fa l  e ber  o  othe  acqu intance   s tor  t  n
orkforc  olut n  offic  

 
 Inc dent  us  us  no  inte fer  wit  th  functiona t  o   orkforc  S ut on
syste o  networ  o  th  nor a  pe form nc  o   employee  wo  duties. 
 
 Inc dent  us  us  no  esu  an  direc  cost  t  Workforc  ons. 

 
 PR V C  P LIC  

 
 

 Intern  se   orkforc  o ut n  infor t o esource  shou  h  n  exp ctatio  
o pr c  w t  resp c  t  th us  o thos resources. 
 

 Extern  se  o  orkforc  luti n  nformat o esource  shou  h th  
exp ct ti p cy excep   th c s  o susp t  w on d ng  w t  resp c t  
Wo kforc ut on nform t o  esources H we e  e t  nfor at o  fro  th
an ys  o  l m  b  use  w th  co p o s n  nd du  pr cy. 
 

 El ctron  f e  c ated  sent  ce d  o  store o  o kforc  luti n  w ed  e sed
d inistere  nfor at o esources  o  othe w s  unde  th  custod n  c ntro  o
o kforc  lut on  r  n  p at an   b  accesse  b  o kforc  ut on  I

e pl ee   an  t  w thou  kn wled  o  th  resourc  s o  wner. 
 

 

 
 

 T  enforc s u t  o kforc  o ut on  I  m c ptur  s ct it  suc   t leph
nu ber  d al  o we  s te  it d  
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 NT ININ   CUR  V RO M  

 
 

 t f  sh  s cur  custome  dentit  nfor t o  s  th  he cust me  d  no  h
ces  t  t  wheth  h  c p  o  e e t n  fo t. 

 
 Conf dent  infor ti  shou  b  s cu e  whe  n  ttended  locke  c bin t  

ke  o s  
 

 hre docu  tha  nc ud custome  dent t  d t  th   no filed. 
 

 ptops  po tab stor g  de ces  ob  phones  n  f le c ain n  PI  us  n  b
lef  eh c  unattende  f s nif c n  pe od  o  t e   PI  us  b  lef  i   eh c  
fo  sho  t  th  PI  mus  b  p ace  th t unk  i ab   ou  o  p i  s ht  
Th  veh c us  b  ked Staf  t anspo t n  fi  mus  m d t  e o  an  
s cu  f le  whe th  r   thei  destin t n  
 

 

 
 

 Docu ent  wit  cust m  dent t  dat  tha   t nspo te  o   pt   othe  
portab stor  de c  us  b  p sswor  prot ct d  
 

 Ensur staf  d n  sha  p sswords. 
 

 Ensur staf   of o  co puter  whe  e n  the  unattended. 
 

 Ensur custome  dat   tr ns itte  o e  th  telephon  on  t  th  custome  afte
est blish n  th  dentit  o th  customer. 
 
  PI  e o  f o  off c  us  b  docu ent  us n   s n-ou n  s n- p otoco  
or othe  l n  etho  th  int n   r co  o  custod  
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  DISPOS  

 

 
 

 H r  d s  dr ve  (externa  o  ntern  
 B cku tape  
 tic  disk     typ  (CD  DVD  B u-Ray  M gnet  tic  WOR  etc.) 
 D skette  
 Me or  c ds/st ck  
 rew e/  sh / ey/Pen/Thu  dr v memor  d ice  
 Portab  s  storag  de c  
 ud o/ de players/ corder  

 

 

 
 R O A L  M D  

 

 

 
 D skettes tape  nd/  co pac  d sks 
 Me or  cards/stick  use  i  a u  port b digit  de ce  
 rew e/  sh / ey/Pen/Thu  dr v memor  d ice  
 Portab  as  stora  de ce  
 Pe son  udio/ de  player  
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I th even o los thef o th rem b med th descr pt o o th dat n ind o
t b  o  content  mus  b  pr d  w t th  epo  o  los  o  theft. 
 

  re o ab   mus  b  scanne  fo lic ou cod conten  pr o  t  us  o kfo c
ut on syst   networks. 

 
 Reus  o  d spos  o  rem b  ed  w  fo lo   dat  san tizat o  gu d l n  i c mp anc  

w t  NI  Sp c  Pub cat o  800-88  t  ssu re ov  o  an  el ctr n p ot cted
confident and/ sens t  info ation: 
http://n lpubs.n st. /n stpubs/ p Pub c tions/NI T SP.800-88 1.pd  

 

 EL  COM T N  

 
orkforc  ut n  estab she  thes  ru e  necess r  t  tigat  r sk  a soc te  wit  th  us o

d ce  th h  th  cap b t  t  c c  t  netwo k  with  th  us  o  wi e  o  c bles  suc  
bu  no  ite  to  

 
 reles  bas  and/  acces  po nt (bu t-  o  free-st nd ng  
 

 
 L pt p/N eb ok/t b e  c mputer  w t  wire es  c nn ct t  capab t e  (bu lt-i  free  

st nd ng  
 reles  trans tt n  nd/o  rece n  de ce  use  t  tr nsfe audi ide  g  or d t  

n  sort. 
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 ON   

 

 
 

  

 
 

 oc  S cu t  Numbers 
 Cred  C  nu ber  
 B n c un  nformat o  
 Pe sona  Identifi b  Infor at o  (PII  
 P ot ct  H lt Inform t o  I  
 P sswor c edent  
 D t  set  wh c  r subj c  t  onf dent al t  restr ct ns  c p hted  nd/

censin  nclude  i  th  D t  M in ntor  
 

 D t  Resp nsib t  an covery 
 

 E p oy e   resp ns b  f  dhe in  t  orkforc  o uti n ret nt o
po ie an n n the  dat  espons b y. 
 

 T  protec  th  enc  f o  dat  sp e   sh r  w t  sp cif  ind dua s
ne e  wit eve ne  o  public  

 
 s  c ut o  whe  send n l nk  t  sh e  fo de s  L k  e- i  att chments  

nk c  b  forw de  wit th  consequenc  tha  infor atio  c b  sh e
to un ntende  rec p ents  

 
 neDr  f Bus nes   n  intende  t  b  use   per anen  sto e  

he  docu en  h  b e  f n lized  mus  b  o e  t h eP  o  th  



Informatio  Securit  tan ar  a  Gui eli es 
September 28, 2023 

Workforc  Solution  i  a  equa  opportunit  employer program  
uxiliar  aid  an ervice  ar  availabl  upo  reque  t individual  wit  disab es  

Rela  exa  Number :1-800-735-298  ( DD  1-800-735-298  (Voice  o  71  

 
 

networ sh re sto e
 

  f e s e t  OneD v  w  b  t e te  i   s m  nne  t  fi  s e o  
o kforc  lut on co puter. 

 
 Ther  w n  b  an  b ckup  e fo e  b  D t  Se ce   thes  f es  I  

c d n  de   f  o  fold   neDr  yo   b  bl  t  r co e  
te  fro  th  neD  r yc  bin  It   th  r yc  bi   

ut matica de ete  afte  9  d ys  
 

 R O   C R  

 
   

 
h  p nu  th  enc  wid  inf r t  ecu it  p n  p ocedu e  f

rkf rc  olut n   pl e  r t r  unt e  n  an  oth  rkfo  oluti n
p r nn  nt  c  t  W rkf rc  o ut ons nf r at  re ou  an  d t  us
und r tan  n  f o l  p  tat  h r n  
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  L  N S N IB  

 

 
 
  P  

 

 
 

 
    

 

 
 

   
 

h Id nt f  funct o i t d l pin  r an zat na  und r tandin  t  n in
c e u t   t  y t  pe p  t  data n  c pab ti  d rst nd n  th  bu n
c nt t  th  e u  th  upp r  c t c  functi n  an  th  el te  c b r r t  k  nab  

 r an zat o  t  f u  n  p i ritiz  it  effo t  c n t n  w t it   m n men  t at  n  
bu n  ne d  
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 IN ORM T O CUR  R MAN EM  

 
 

 

 
 

 
 

 
 



Informatio  Securit  tan ar  a  Gui eli es 
September 28, 2023 

Workforc  Solution  i  a  equa  opportunit  employer program  
uxiliar  aid  an ervice  ar  availabl  upo  reque  t individual  wit  disab es  

Rela  exa  Number :1-800-735-298  ( DD  1-800-735-298  (Voice  o  71  

 
 

 

 
 

 
 

 
 

 
 

  C S T O N P VAC  P LIC  
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 C N AC O N CONSU AN  
 

 
 

 
 

 
 

 

 
 

 S  AC IN  N  A S GNM  
 

In du tio  
 
T k n   t  uc  a c mput  h rdw re  app nc  s w e  n  oth  qu pm n  h p  t

n u   d e  r  cc unt  f  n  r  p op r  patch  n  upd te  f  ln rab t  A
n nt r  o  et   n u e  th  qu pm n   pr per  d sp e  o n  th  app op at

p r nn   d  wa  o  th  d p  
 

li  
 

f in s t  i  co d nc  wit  th Cont c  Man m n  t nd d n  rop rty  ha  b
p op r  t g  an  n ent ri   a  e  t k n  y t m  D cu  d t l  c  b f  th  

rkf rc  olut on w b it  a   Cont c  M n n   rkfo  olut on  
(w k ut on .c m  
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 N L G  RD AR / O T R / E IC  QU IT O  

 
In du ti  
 

 th  enc bu in  od  n  funct e l s ne  t hn o  h rdw e  oftw e  n
c   n ed  t  m e  th  n ed    mp rtan  th  th  p ocure n  r ou  r

d n  pp op t  nn  t en u  th  th  e th  enc  n ed  an  equ m nt
C t pl entat n  nt nd  functi n  rit  obu tn  an  daptab t   n e  t  be 
c n d re  whe  b n in th s  n  e ou  
 

li  
 

 pu ha e  t hn l  e u  h  f lo pp opr at  gu danc i  th  nt
M n m n  St nd d  n rop t   C r c  Man m n   rkforc  o ut n

k ut on .c m  
 

 NE AB A S SSM  
 
In du ti  
 

h ou  r n  patchin  n  updat  an  thr a  ct r  c  b it at  n  p e nted
H w r  i p m nt t o  o  n  ftw r  an  s r c  new  d ope  nt rn  app at n n  

odif c t on  t  th  n o  an  ndp in  c nf gu ti ns  ca  l f  unintend  beh n  
 th  th e  t  o tunit  f  p o t t on  outin  ca an  insp ct  o  th

r n z t on app cat on n  r ou  b a  out d  entit  h l det  th  unf r e
p t  en t o  t st n  ca   c e  r ou  d  th  en r  t hn o  p  an

nc ud  e  uc   ph s c  nt  t  th  f ty  t f  an pu at  n   n in e in  an
ut  i p r onat  u n r b it  en  ca  c e   w d  mu  t hno i  

n  e ou  h  r niz ti  hou d te n  h  w d  o   c p  th  p net at n  
vu ne b lit  t tin  h ul  c e  
 

li  
 

h g nc  h tin ftw    h  conduc   vu ne b it  s en  t  pub an
p t  netw r  n  r ou  o  a  annu  b i  h  n  sh  b conduct  b   th d
p t  end r  con u t nt    pr d r  
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h  rot  Funct  out n  app op at  af u d  t en ur  d r  o  c t c  nf tructu

 h  rot  unct supp rt  th  ab it  t   cont  th  i p    p tent
c e u t   
 

  
 
In du ti  
 
D t  nc pt o  en u e  tha  dat   on ead bl  b  th  ntende  aud enc  uth r ze

w  sh ul n  b  t  c  ead  o d d  th  dat  withou  po n th  c rr
d pti  k   p r s n  
 

P li  
 

rkf rc  o ut n  pec f  th  f owin  dat  nc ti  equ ments  
 
 

  d  sh  h  the  dat enc  u n  indust  tand nc pt  tand rd
n od  M b  de c  uc   l pt p  tab t  r  phon  n  an  oth

p rtab  d  sh  ha  th  st r   nc  th  d t  th   w tt  t t  
  p rtab  st r  m uc   thu  d v s  t rn  d s  an  t r

d  us  b  enc  p o  t  u  n  appr e  b  th  g nc  an m nt  Th
d  h  no  cont i  n  dat  tha  s n it e  p at  o p r n  d ntif bl  i
n tu e  

  nf r at  th   de e s n t  p t   pe n  dentif bl h  b
t n itte  u n  nc  d e  an  app o  th d h s  etho  u  nsu
tha  th  dat  nc pte  u in indust  cc pte  tand rds  h  inc ud  bu  no  it
t e  f  sh n  v c  f t r g  s  d um n  an men  y t  n
w  n  c e c  

 
  B CKU  

 
In du ti  
 
D t  b ku   it  p oc  t  n ur  th  nc d t  nt  bl  n  u  I  th

n  wh r  rkf rc  o uti n  y t   co p o ed  t p r d  d aded   d st o ed
y t  hou b  ec v r b  f o  an  on o th  d t  b ku  d ums  dep nd n  th

c u t nc  an  u enc  o  th  tu t on  
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li
 

o enc  h t n  ftw    Dat  backu hou f l th  w l-kn  an  ndust
b  p t c  o  th  3-2-  e  
 

 h r  hou b  th e  3 p  o d t  
  tw   d ff ren  ed  
 t  n  c p  b in  ff- t  

 
Th  b ku  t e  m d   b ku  st t  houl  pr d   m an  t  a  th  dat mut b
o  b   pp d  t p e n  d t  d eti  b  p i  c t  
 

  O  AN RANSM S I  
 

In du t  
 
 
D t  t rag   th  ret e b  etent o  d t  ect on c  ect o tat c   ect  h dw  

the  l ent  ed  int  wh c  d t  a  b ent r d  n  fr  wh c  d t   b et ed
D t  t an   th  p oc  o  endin  d ita  an o  dat o e   c m un cat o ed u  
t on   m r  co putin  n o k  c mmun cat n   ectr n  d e  h  st r g  n  
t nsf  mu  b pr t ct  i   nn  tha  w  p e  th  d t  ns  un uth r ze  c

od f cat  n  d t uct n  wh e  int nt   c d nt  
 

li  
 

n ect on  dat  tha i d ine  t cont i ens t  confid nt   r t t  nf r at  h
b t re  o   diu  o d  tha   bl t  pr d  indu t  st nd  nc ti n  p ot ti n

n  edund nc  eth s  
 
D t  th   t b  t n m tte  out id  th  p at  n o  o th  enc  h  b  s n  u in

pp o e  m od  th  e  ndu t  t nd rd  f  nc  n  p otect  m od  
 
D t  th   d nt f e  t  n b   n it  confid nt   estr cte  i  n tu  d  n r qu

nc ti  p ot ti  bu  hou t  b  t r  an  t n m tt   m d u  tha p o d
edundanc  prot ti n  

 

  R T I  
 

In du ti  
 
D t  et nt  p   ec niz  n  p o e  p ot  w th  r n z t o  fo  et nin
nf rm t o  f  pe tion  us wh  nsu n  adh r nc  t  th  aw  an  egu ti n  conc rnin
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th h ob ect dat etent o p a t k e p rtan nf r t o f futu u
ef renc  t  r niz  nf r at   i  c  b  e h  n  c    t  dat  n  t  

d p  nf r at o  th   n  on  n ed d  
 

li  
 

h  p o  n  c  r  an  t keh  h  dentif  th  dat et nt  requ e t
th  a  r qu  t dh r  t  p fi  b  the  nt r  fundin enc  n  an  ern n
b d  n  aw  app b  r r  an  s r ce  h   d o  p an  t  p op r  na th  
dat an  nsu   d t   et n   equ r  an  d ete   d t o  wh  pp op at  
 
 

 C OU COMPU IN  AND RD N REQU EM  
 

In du ti  
 
C u  c mput n  e  c   e t  o  th  p tf r    h ste on  h  app at  
d op d  n  th  pr ct n  p e ent  t  k e  dat  n  c  cu e  I   i p rt n  tha

n  u   w  d p  n  mp ment  th  th  m e   c e   b n  r qu m nt
h  equ m nt  h v  be  def ne a  th  tat  e  th ou  th  -R M  p o  

 

li  
 

h g nc  h p i r tiz n  ou c mputin  s r c   d fin  b  th  N   00- 4
d u ent  t  e   xc e  th  ex  s  n  uth r z t o  Man g m n  r a  X- AM
equ r ent  

 

 R M  ACC S  
 

In du ti  
 

t  c   def n  t  b  th  c  o  inf r t  o  pp t o  ut id  th  d m
th  e ou (  e d  Th  t p c  mp i  th  acc   p o d  th oug  nt rm d  suc  

 P  p rt  p ox  o f ew  
 

li  
 

 p rs e  an  c n ult nt  o  th  nc  h  b equi e  t  f r obt i  p r i  b  th
t k h  o th  e ou e  an  c  sh  b  p mente  an  c ro  b  rkfo

cu t  st f  i  c rdanc  wit  th  c  cont o  p  d fin d  
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N DEV E
 

I t uc io  
 

 c m  2 22  G v r o G e  A bo  eq i e  al st t  a n  t a  h  i o-s a n
p li ti  TikT  f  l st te-ow  n  s ate-iss  i e  n etw  v t hi
omm nis  a ilit  t  p li ti f  s illi T a
t ps:// o . x o /u l a /fil s/ ss/S a e A n s t r 1 df  G v rn  Ab ot  als
i e  t T pa m  li  S f  PS  a  h  T p tm  Inf m ti

R s u c    l   la  vi i s at  a n  ui a   m n gi  s n i e  
 n uc  s a  usi s  

 
I d iti   Ti T k  W f  Sol ti n m  d  o h s ftw  a  a w o u  wit
s c i  o  hi  oli  n  wil   e uir  em v  hi i  h ol gi  whi   
t  o ibi  e n lo  lis   r hibi  T c nol gi   T  D tm  o f m ti  
R s u c s  T o g o hi li  " r hi i  T ch ol gi s  s al  ef t Ti T n a

d iti na  a dw   s f w  du  d  hi  oli  
 

li  
 

 w a p  i n  a pl  h  o dow l a  hi i  ppli a io  
w si  i  o ibi  o  l  Wo o c  lu ion i es  i l di  el  h n s t bl  s o

n  l pt  m u s  a  t  in  a a l  d i es  
 
T  W f  S lu io  m  i n ify  a  n n o  o  ow e  i e  hi i  h
i all ti   es   al  p hi i  p li a i ns  Thi  i cl d  t v i u  hibi

p li ti n  f  m bil  s o  t  i t rn  abl  d vi es. 
 
W f  S lu io  m  m n g  al  g  ow  m bil  i e   im l m tin  t
s c i  n ol  lis  b l w  
 

 R s i  es  a  s o es   n n- u h i e s ftw  e osit i  t  h
i al  o  u a t o ze a pli a io  

 M i t i  th  abili   r m t l  wi n n- mpli n   m is  m bil  i es  
 M i t i  t bili   r m t l  ni al  n- ut o z  softw  f  m bil  d vi es 

d  l  s c  as li  c nfi u ti ns  f  m bil  d i es   d mi   W f  
S lu io  

 
1  e s n i e  s  f  W f  S l ti n  n s  
I a m l   s r ic  p i  a  j ifia l  n  ll  t  us o  s na  i e  

n u  W f  S l ti n usi s  h r ic  p i  m  s bmi  t h  a  s af  f
e i  t i  pl  im l m  m bil  d vi  m n g m  pl tf r  t a mpli  wi  h
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nsi ti n bj c i o h S a ewi a f r ti s o r hibi
T c nol gi s  

 
l  n  n a t  m  o  i al   p r t  p hi i e  p li a i n   hn l gi  

n  s n  i  ha i   t n u  W kf  Sol ti n  b n ss  W kf  Sol ti n
usi  i lu  essi  n  W f  Sol ti n a a  a pli a i ns  mai  u ts

no -p bli  f i  mm ni ti ns  W f  S l ti n m il  V I  SMS vi o f r in
A PS  T v  n a t  W f  Solu i n d t b e   ppli ti ns  

 
2  I n ifi a io  o  Se tiv  a io  
S ti  l a i n  m   i n ifi  tal g  n  l bel   h  g n  s ti  l ti i

n  l ti n  h si al   l gi a  s   i  nf r in   l c o i  e in  oms  t a i  
 is s  nfid tia   s ti  i f m ti n  i cludin  inf rm ti  h ol g

nfig ti ns  rimi a  j i  i f m ti n  fi a i  at  s nall  id tifi bl  da a  s tiv
s n i f m ti n   n  d t  t c   f   s a  l w  

 
u h ri vi e  s   p rs n  el  hon s a l   l pt p  m  o  t s ti

l ti ns  w ic  i l de  n  l c oni  e i  l bel    s ti  lo ti n  
 

isi o  n  es  t s c  l ti n  s bj c  t t s  limi ati n   n a o  a
m l   u a t o i s n  i e  wh  t rin  s c  l a i ns  

 
3  N w  R s i ti n  

 a l  es  t hi i  h ol gie   h  W f  Sol ti n  tw  T
l ipl  l  t c i n  W f  S l ti n  wil  ls  im lem  ddi i n

tw k- as  es i io  i lu  
 

 o fi u  ge  fi ewall  l  es   Wo o c  S l ti n wi  p hi i
s r i e   l  g c  e n lo  i f s u u es  i cl di  l a  tw ks WAN  n

P  n i ns  
 r hi i  s na vi e  wi  hibi  e nol gi  i all  f n i  

g   W f  S l tio h ol g  inf s u u   W f  S l ti n d t  
 r vi s a  tw  f  es  hi i  hn lo i  wi  h a p a  o  t

c ti a o  t  g  
 

4  n oi  a  e i  T c n l g  T t  
T  vi  t c i  g i  o goi  n  m r i  h ol gi  h ea  h  W f
S lu io  s ti  inf rm ti  n  ri i a  i f as u u e   a  DI  wil e ul l  m nit

n  al a  dditi na  h ol gi  p n  on e  f  i cl o  i  hi  oli  
 

 wil  os  si  ha  lis  l  hi i  h ol gi  i lu in  p  sof wa e  a dw  
h ol g  vi s  Th p hibi  hn l gie  lis r  o  n a 2  02  a  f u

 Ad n u  A  N  h ol gi  wil  b  a d  h  lis  f  ns l a i  tw  I n
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S Pl s li k si a o
 

W f  S lu io  wil  im l m  h m va  n o ibi i  n  lis  h ol g
W f  S lu io  m  hi i  hn l g  hr t  i a di io  t t os  i ntifi    a

 
 

5  ti n  
ti n  h  a  hi i  hn lo i  m  nl  p r v  b h c ti  e  o

T W f  ommissi n  T i  u h i  m  o   el t d  Al  p v  ti n  
h  Ti T hibi i  o o h s a wi  hibi  h ol g  m   e o  R  

 
ti n  h  oli  wil o l   nsi  w  h us   r hibit  h ol gi  i

e ui f  s ifi  b n s   s   en bli  rimi a   vi  in es i a i n   f s a n
o  i f m ti  t h  ubli  u n  em r n  o p rs na  i e   f  st t usi s

io  s o l   limi  u ti  s a  n  nl  n  f   e fi  
o  tim  T  h  ti a l  ion- as  o l  nl  m  

vi e  h  n  f  o h s a  usi  n on-s a  n w s  am r  a
mi r p o  oul   is bl  i e  f  i - as   

 

 CON R  
 

In du ti  
 

c  c nt o   th  p oc   antin  o d n in  p if  equ st  f  obt in n  an  u in
nf rm t o  an  e at  inf rm t o  p oc n  ic  

 
li  

 
c  c nt o  h  b  b  an  pl ent  o   pp ti n  pr r  n  d t  t
n  o   b  th  nc  c  t  th s  e ou  h l  b f rm  ub itt  t  th

t k h  o th  e ou  Th  p o   d t  own  h  d nat  uth r tat  cont c
wh  h  pp o   den  c  equ t  Th i p mentat o  o th  c  h  b an e  b

n  c nt  out id   own r  v at  o c  h  f o  th  a  pr du e   th
ntin  o  c  

 

 CH N  AN EMEN  
 

In du ti  
 
Ch n  M n g en  st b h   e  o  ru an  d n t t  uid  t  n g  chan  i  

ti n  n  p ed ct bl  nn r  I  dd t n   p o d  fo th  n a  d u ent t o  o  an
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ch n ad t educ n p ib n at mp t th u e o y te h n inc ud
bu   no  m te  t mp mentat  o  n  funct n it  nt rrupt o  o   ep i  o  

n  funct on t  n  th  e o  ex tin  funct on t  
 

li  
 

 ch ng  t  enc  es u  mu  b  nit te  f r  thr u  th  p oc  d fin  b
rkf rc  cu ty   p oc  mu  nc ud pr on  t  k  n  ec r  th  f r  r qu t

th  p rs   r u  th  c mp et  th  equ st  n th  ep oduc ab  l n o  th  ch ng
t t  

 

 CU A REN S T N  
 

In du ti  
 

 p ot  th  nc inf rm t o  r ou   c t c  f  p e  t  und rst n  th i
e p n ib t  an  c unt b it  e rd n  nf r t cu it  T  i  th  g nc u it

 W rkf rc  S on pl e  r  equ  t  b t ne   secu t  p p oc du e  
n  t hn c  rit  nt o  h  purp  th  p l c  t  def n  th  nc nf rm t o  

c e u it  w en  t nin  p o  n  t outl n  th  p n  pr du  f  
t pl entat  n  enf rc m nt  

 

li  
 

h  c e rit  wa en  tr nin  p o  sh  b  c ucte  upo  hi  n  annu  
ct b r   c en  n  tr nin  pr r  sh  e  th  T  tat  r qu ment   d fin  

H  383  an dd e  th  e pon b it  n  equ m nt  o th  c e cu t  t in n  p o  
 

t f  o  enc  pr r  n  ic  tha  in v nf r at  o  en t v  natur  h  b  
equ r  t  tten  dditi n  cu t  aw en  t nin  tha inc ud  g nc  p f  p  n

p oc du e  w t  f u   an n  dat o  suc  natur  

 

   IDEN  AN EM N  N AU EN IC I  
 

In du ti  
 
M n in  c  n  ght   pe t  c ntr in  unauth riz  n  un ntent on  i win
c p in  od f in  an  d et n  d t  an  e ou s  t iz n   cent iz  dentit

n men   w  o  fo  o  c n en n  w  t  uthent cat  n  s r c  wh
n u in  th  o  o uth nt c t o  adhe e  t  ndu t  tand rd  an  u d n  
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li
 

nt t  an men  n  uth nt c t o  h  b  p m nt   d t  t  an  pp t on
n  n  ut iz  b  p r nn  th g nc  n  b  p r nn  outs d  entit  
th   uthent cat o  h  nc rp rat  ndust  tand rd  inc udin  bu  n  l te  t

nc ti n  ulti-f t  uth nt c t on  c mp x  otat n  n  t  l te  p sw rds  
 

ddit na  count  w t  e te  p   o  w  b  equ r  t  h  mu ti-f ct
uth nt c t o  enf rc  th  c t  

 

 NDP IN  CU  
 

In du ti  
 

ndp  u t  p o d  def ns  in  m n  th eats  I  c    bot  t e et  o  n tw rk
n tif in  u  t t  n    esp n  a n  t at n  n  p ev ntin  furth  nt u i
nt  th  n o k  h  ab t  t m nit  t tie  th  endp an  r p r ou t it  i

p rt n  f  ap  d tect  an  e p n   ca    t  n  endp n  h d  t
r t  p ofi  b  pr d n  oth  f atu e  suc  a R  f te n  t rn  d  u  ru  dat

 p e enti  p  tc  
 

li  
 

c mputin  endp  h  h v  nst e   eputab  en  po n  ecu it  ftw  n  sh
nt i  upd t  t  th  n  n  app  lw r  def nit on   o     bl

M nt nanc  r e ent  n  ub c ipti n  f  th  u t  luti hou  n  b l we  t
p  an  wa  d fin t on   t-of-d t  h  pp op te   cent  an  endp

d t ct  n  r pon  ( D  t o    w  b  th  pr f rr  rit  ut n  
 

   IN RN  CON EN AN  R I E IN  
 

In du ti  
 

h int rne  p o id  a  n  con ni n  c  t  nf r at  n  low  f  a i  p nn n  fo
c nt ng nc s   or   o  t  th  c oud  w r  an  p oduct t  b m  inc e in
d pend n  o  it How v r  ow  a  acc  t  ou c ent  wh e  int nt n

un nt nt on y  M ch n  th  h pr en  c  t  u  e u   n ede  t
p ot  u f o  th  
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li
 

 d kt p  lapt p  n  ob d  an g  b  rkfo  olut on  c r to s  nd r
n  con ult nt  ha  h   e n   n in acc  t c en  th  int rne  n  wha  R

 c d  Man m n  cc  hou o  f  anu a  c r  t  nt rne  e ou  b w  
add e  o R  b  c t o  th  cont nt  nd/  b  th  c f c ti  o th  pp ti n h  
p in  nt o  ca  b ute  a  th  netw r   d  l   an  oth   th  

pp op at  f  th  ituat   t hn o  
 

 M F RIN  
 

In du ti  
 

a  c e  t  b   ou os  w d  u e c m un c ti n  t ol   uch  i  s  em n
 n  th  l e  t g t  f  a u an  thr a  ct r  t i  c  n  inf lt at  netw rk
a  pr t o  st   n r  a  it  c re  an  thu  equ r  an  a  p ot ti  t f t  

ou  u  c nten  an  nef ou  ct t  
 

li  
 

  b hin   d m n  n g  b W rkf rc  o ut n  h  h  a  ai  f lt rin
n  p ot ti  e c  app e t  inboun  n  boun  e  Th  f lt rin  n

p ot t o   sh ul  p men  od r  ndu t  t nd d  th  includ  bu  no  it  t
p  n  m u cont n  f lt rin  att m n  f  c nn n  u  in  c nn n  ph hin

a  fi t rin  an  dat l  p e enti  u s  
 

  ONBO RDIN  
 

In du ti  
 

w l-def n  p oc  t b in o  n mb  th  enc  wo kf rc   ta   pr d  
o  m  o th  enc  en ur  r on  h  th  kn wl d  enc  p  n

p oc du e  n  t p o id  th  wit  dequat  r ou  t  h   ucce u  st t  
 

li  
 

h  o d n  p oc  h  b in t at  b  th c nt ct    w t  th  equ s  f  c
t  d t  t  n  app ti  d fin  b cont  n ment  b a din tep  h ul  en ur
tha th  ne  st f  know d   g nc  p s h   c t  n  c  p op r  etu

c rd n  t  p ocedu e  co p   t in n  equ d  an  qu pm n  p op r  conf gu ed
updated  n d  n  t k d  
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In du ti  
 

w l-def n  p oc  t taf   n  t  nsu  c  t al  nf r at  n
e u  a  p op r  r ok  an  d t  owne h  t an f rr  t  th  app op i t  pe nn

p ope  r ok n  c  t  e ou  c  av un c unt  nu   c  an  unint nde
p u e  

 

li  
 

h  b a d n  pr  h  b in t at  b  th  c nt ct   O ffb a d n  tep  h
n u  th  th  d p tin  t ff  c t   p op r  e ked  d t  pr  t an f r e  t  th
pp op at  p r onn l  an  qu p en  b  et v  i   t  nn r  

 

  
 

In du tio  
 
D t   r o  (DL    p oc  o s lut o  d ne  t  d c  an  p e en  potent  dat
b e  nc dent  wh r  s n t  dat   b  d c e  t  unauth riz  pe nn  b  u
nten   in dv rten  st k  Det t o  dat a   c  b  p rf rm  wh  u   th
ndp  wh l  i  ot o  du n  t an  c o  th  n o k  an  wh a  r  d t
t r  d  

 

li  
 
C nt  n g en  sh  mp men  Dat  r ent o  m a u e   y t  th  c nt
nf rm t o  d em  s n t e  p te   e t ct d  Cont c  Man men  sh  w r  w t  th
t k h  o th  y te  t  d cu  an  pl en  pp opr at  po th  et  th

bu n  equ e  wh  p e entin  th  d cl u  nf r at  t  un uth r z  p r onn  
 

  
 

In du ti  
 

r r  an   m n  b  th  enc  r   ch n ing  qu r ent  f  th
p o  a  lw  adapt n  t e  ne  n ed  n  fu f  ne  t k  n  dut   uch  n

pp ti n   lw  b n  ad e  t  h man  th  pr r  an  s  an  
pp ti n   lw  b n et e   th   n  ng  n ed d   mp rtan th  th  ne
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pp ti n e ndust t nd rit equ m nt tha th a nt ine th ou hou t
f yc  n   p ope  r t r  n  nf r ati  ch  t  fu f l  enc  equ ment  

 

li  
 

h  g nc  h l  h e  
 

 C nt  n g en  te  det r in  s u t  r qu r ent  an  oc ti  o  r ou
t  p ot  th  pp tio  e c  

 C nt  n g en  te  d l  n  d u en  oftw  D l pm n  f  C c  f
th  y t m  e   th  SD uid  f  m r  infor t o  th  r qu r ent  

 C nt  n g en  te  h  d l  n  mp men   pl f  ng in  rit  n
p  ntr  ents  

 

   IN ORM T O S EM  CU ENC  
 

In du ti  
 

f r at o  ste  Cur enc  ensu e  tha  th  n  kn w ed  k l  h dw e  oftw e
n  supp rt n  infr tructu   l b    r a n b  c s t upp r  nf rmat o  y t
p rat n   nc ud  th  on t r n  n  p nn n o  futu  y t  d v op ent  th  nab

th  r zat  t ra  od r  t chn l  n  educ  t hn c  debt  
 

li  
 

h st k h ld r  n  th  netw r  d i  t a  h  d o  an  i pl m n   p f  pe od
e  th  inf r tio  y t   e i  sh  c n   u ti o th  ut o  t

me th  bu in  r qu ment  n  th cu enc  o th  p rf rm nc  an  r t  f atu e  o th
p mentat on  Th yst  sh  b upd te   od fi  t  e  m d r  rit  p ot l  n

t nda d  wh l  int in n   enhanc n bu ine  funct on it  
 

 
 

h  Det  Funct  defin  th  pp op t  t v t  t id ntif  th  cur enc  o   c e ur t
nt  h  Det  uncti  en bl  ti  d c e  o c e u it  e ent  

 

 USPICI  ABNORM AC V  
 

In du ti  
 

n  u  a  ou   n  a  nt  th  da t t  th  enc  Th   th  m
f a  wit  th  bu ne  n  und rst n  b  wha   n r   bn r l  on  w t  ou
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ut m te ep rt n y t w d p n o ou n u t t l u ho u y te
p rf r n  n  whethe  th r   o n  bn r l  
 

li  
 

 u p c ou  o bn rm  t ty  wh e  ph sic  b e   h ou  y t   o ert
h  b m d at  ep rte  t  th  up r s  f  fu th  t on  

 

 B AC  O CUR  
 

In du ti  
 
 
C mp o   cu t  c  cu  a   c mput n  f o  nd u  d kt t  th

o  p ot te  y t   th  netw rk  c d nt  c  b  c d nt   d b rat  att  t
b e  nt  y t  Inc d nt  cou   b  c t g r ze   ben   c u i  pu p  o
c n qu nc   nc d n  equ  c efu  r p n  a    qu  w t t  potent  pac t

r t  o  ind idu  nd/  th  enc  
 

li  
 

nc  p rs nn  wh  su p  th   theft  br ach   p u  o  W rkf rc  olut on  p ot te
d t   en t  dat  ha cu e  us  m di t  p o d   d pti  o wha  cur e   e

 t  in identrep rts wr olu ion . o  an  u H  cont c  an r  Th  e-  add es  
 d st buti  t  k  B a  st f  a  kf rc  S uti n  Addit  d ta  c  b  f   

s u nc  18-0  ( p rt n  N at  cid nts). 
 

rkf rc  o ut n  w  n t at   ep rt  th  d t  b e ch s  an  p su e  t  c r  i  
th  b e   p su  h  cu r d  I   be u it  ncid n  h  cu ed  rkf rc

o uti n  B ar st f  w  f o  th  app op at  p oc dur  t  n tif  th  nc d n  esp n  te  
 

o th  purp e  th  p ic   "b e  u it  nc d nt   an  c dent   a u  c
w t th  pot nt  to  
 

  i  appr p at o  u  nf denti  p rs n  nf r at  suc   S  
cu t  Numb r  h alt  ec rd  f nanc  t n ct n  tc  o  a  ind idua   ind idu  

 n f c nt  mp r  th  funct on it  o th  inf r t  t hno  nf st uctu  th  
nc netwo k  

 r d  fo  un uth r z  c  t  W rkf rc  olut on  es u   inform t  
 o W rkf rc  o ut on  nf r at o  t hno o  e u  t  b  u e  t unc  att k

n  th  es u  an  nf r at o  o  oth  or n zat n  
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In du ti  
 

 eco  dat  th  y t  n  n o k  ca  b  pp op at  on t r  t  nt  u  f
uth r z  pu p e  n  a  aw en  th  ope t n  n r n ent  nclud n  det tin

nd c ti n   s u t  pr b m  
 

h  p  def n  equ r ent  f  u t  l  g n rat n  an ment  t r  d sp l
c  n  u cu t    g n rate  b  m n  u  nc ud n  ecu t  oftw e  uc   

nt ru  ftw e  f ew  n  ntru  det t  an  p e enti  ste  tin  y t
 e  wo k t ti n  n  netw rk n  equipm nt  dat ba  n  app ic t n  

 

li  
 

 h st  an  netwo k n  d  mu  perf r  ecu t  o  ne ti  f   c mponent  .
 pp ti n)   rit  e ent  us  b e  an  us  b s  t captu  l  o d t  

t nd c t  t it  rt  h  b  en r t  f   th  c  pr n  th  r rdin  o  uc  
 c p t  it   sh  b m nt in  f   in mu  o  18  d  

 

P N  
 

h sp n  unct o inc ud  pp op t  ti it  t  t k  t o  r a d n   d t ct
c e u t  inc dent  Th p  unct o supp rt  th  ab t  t  conta th  p  o  
p tenti  c e cu t  inc d nt  
 

 N I E  S O  PL  
 

In du ti  
 

h Inc den  esp ns  l  out in  th  n r  st p  f  e p n  t  co put  cu t
nc d nt   dd t o  t  p o din   st nd rd ze  p oc  f ow  i  id ntifie  th  ncid n  r pon
t k h  an  tab i h  th  o  n  esp n b it  d b  inc d n  t in  u
nc d n  t e  n  ncid n  t   n  inc ud  equ m nt  fo nnu  t st n  p st
nc d n  l ns-l a n  t v t  an  c ecti    et  f  u  i  g u n   eff t n  

 

li  
 

h g nc  h  d o  c den  sp ns  pl n  tha  def n  th  f ow n  
 

 t nd rd ze  p oc  fl w  
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nt f espon t k h d r n t b th i o n esp n ibi ti
 D b  nc d n  t in  u  ncid n  t e  an  it  e  
 qu m nt  f  annu  t st n  
 nt f  p - nc d n  s n - arne t it  
 C ec et  t au  nc d n  r pon  ff ti n  

 

 S  T L PR PER  
 

In duc i  
 

 an  st e d c  p   rit th a t  th  o niz t on  n o n d t   
p rat  tha t f wh  h  det r ine  th   d  u t f  an  w r  e ate  pu p e

h ul  b ep rt  m d t   tha  th  ppr p t  r pon  c  b  uted  
 

li  
 

t f  h l  ed at  n t f  th  sup r so / an r   n ge n  h  not f
rkf rc  o ut n  rop rt  ontr ff c r  C nt  Man r  n  W rkf rc  cu it  th
  t e  d  W rkf rc  o ut n  c ntr  n g  h  in t at  th  app op at

e p ns  t id nt f  th  c p  n  r ed t  th  thr a   d fin  b  th  e p ns  pl n
dditi na nf r at o  c  b  f  th Cont  Man men  tand d an  rop rty   

C nt  Man en   rkf rc  o ut n  rk ut n .c m)  
 

  
 

h  c e  unct o id ntif  appr p at  t v t  t a nt  p an fo e enc  an  t
e t r  n  ap bi it  o  th  w r  i p e  du t  c e u t  ncid nt  Th

c e  unct  upp rt  t m  ec e  t  nor ti n  t  educ  th  mp  f o  
c e u t  inc dent  
 

 BU IN CON INU  P  
 

t oducti  
 

 th  v n  th  ncid n  cu  tha aff ct  th  ti  th  bu in    p rtan  t
h   w  def n  p a  tha ow  f  th  c ntinu n  ti  o th  bu n  wh l  th
ec e  pr   b n  c e   

 

o  
 

rkf rc  o ut n  bu in  c t  p  h  f o  app op i t  uid nc  th  Bu n  
C nt nu t  a  a  ste  u   o kf rc  o ut on  k lut ons c m)  
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S  RECO  PL  
 

t oducti  
 

h  p ncip ob ect v  o  th  d t  ec v r  pl   t  d l p  t s  n  d um n  w
t uctu e  n  a  und r to  p a  wh c  w  h   p o d r  ec e   qu ck  n
ff ct   p bl fr  unf r ee  d st   e enc  wh c int rrupt  info ati
y t  n  bu n  tion  

 

o  
 

  p o d r  w  d o  n  m nt  d t  ec e  p t i r  t  th  pe t on
n  app o  b  H-  c nt  n r  

 

   G   

 s u in  Octob  0 2   Appr e  n  
 s u  D af   b u  2  023   Add  S t o  5. 2  Mob  D ic  


